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Top 10 Identity Theft Myths
In today's world, it's more important than ever to focus on the things we can control to better safeguard our financial future. It's easy to
get complacent when there are many other more urgent things to think about. That's why we assembled the Top 10 Identity Theft Myths
you should know. We've also included suggested resolutions for the new year that could better protect your identity both on and offline.
Identity thieves are
mysterious, scary people. It's
true, identity thieves do exist
in dark places but they can also live in
your neighborhood or shop at the same
stores as you. The most damaging
identity thief can actually be your
co-worker that stumbled upon sensitive
data, only to give in to the temptation of
easy money.
Your Resolution: Always keep a close
eye on your devices and the people
around you and no matter what, never
share privileged information like
passwords.
Phishing scams are easy to spot.
We've all seen examples of how
phishing scams can camouflage
themselves to appear legitimate while
still leaving tell-tale signs to spot, such
as misspellings, improper language use,
or an obvious redirection of a URL
address. However, scammers are
becoming more sophisticated and it may
not be so easy to spot a phishing email.
Your Resolution: Know the most
common signs of a phishing email but
don't believe that it will protect you
100%. Even the most sophisticated
users can fall victim to sophisticated
phishing scams.
I know a fake call when I hear
one. While email "phishing" is an
attempt to trick you into giving up

personal information, "vishing" is the
same except using a phone call. The
scammer creates a scenario to prey on
human emotions and convinces the
victim to disclose sensitive information
like credit card numbers or passwords.
In particular, vishing calls exploit the
fact that we're more likely to trust a
human voice — and may target the
elderly and technophobic who may be
naive and have no experience with
these types of scams.
Your Resolution: Never give out personal
information to someone on the phone,
even if you feel pressure to do so.
Social media is safe as long as I
only share with family and trusted
friends. While your friends and
family may not intentionally expose you
to fraud when posts are being shared
time and time again it's easy for
malicious games, click-bait, and bogus
retail offers to get passed along
innocently.
Your Resolution: Review your social
media privacy settings, and in particular
what you are sharing publicly. Don't
participate in online games that ask for
the month, day, or year of your birth,
your mother's maiden name, or the
name of your favorite pet. These pieces
of information, along with others, can be
used to defeat security measures on
your accounts and to guess your
passwords.

If I am a victim of identity theft, I
will get an alert. Credit Monitoring
and Dark Web Monitoring are two
of the most common types of alert
services that help consumers know if
their personal information may be at
risk. However, there are some types of
identity theft that even the most
sophisticated monitoring can't detect
such as credit account takeovers or
synthetic identity theft.
Your Resolution: Make sure that you
have Credit Monitoring and Dark Web
Monitoring working to help you stay
aware of risks and take action early, but
don't get a false sense of security. You
still need to review your account
statements often to detect any
transactions that you do not recognize.
It's no big deal if someone
breaches my email. For a hacker,
email addresses can be priceless.
They can use the address itself in
spoofing and phishing scams. They can
use it to build synthetic identities to
open fraudulent lines of credit. Further,
they can rummage through your email
account and potentially find a tax return
or mortgage application that has your
Social Security Number, address, and
date of birth - a gold mine for hackers!
Your Resolution: Treat your email
account like cash, because it can be to
a fraudster. Change your password
often.

January Newsletter 2021

I use antivirus software so I'm
fine. Using antivirus software will
never protect you 100%. There
are many ways that a fraudster can get
your personal information without
gaining access to your computer, such
as intercepting your online signal while
you are using an unsecured Wi-Fi
connection.
Your Resolution: Check for updates for
your antivirus software regularly and
make sure that your subscription does
not expire. Use caution around email
attachments and don't open an
attachment simply because it looks as
though it is coming from someone you
know. Don't fall for offers of "free" things
on the internet, in particular screen
savers, as these could be distributing
viruses, adware, or spyware. If a window
pops up on your computer screen and
you are not sure if it is legitimate, close
it using the "x" in the upper right corner.
Clicking on ANY other button, even "no"
or "cancel" may trigger a virus or
spyware installation.
I use complex passwords. While
having a complex password is still
a good idea, and required by most
companies, long gone are the days
when a complex password with a certain
number of characters and symbols

alone was enough to deter thieves from
accessing your accounts. Today,
cybercriminals have the ability to run
billions of password combinations
through sophisticated programs. In
addition, criminals most often gain
access to passwords through a breach
of security of a company, retailer,
service provider, government agency,
medical facility, school, or other
organization.
Your Resolution: Change your passwords
often, which is one of the most
important security measures that you
control. Also, it is important to use
different passwords for your various
accounts. If a criminal is able to gain
access to one of your passwords you
don't want it to provide the universal key
to unlock all of your accounts.
My personal information is already
out there. It doesn't make any
difference if I am careful. It is true
that there have been some very large
data breach incidents in the past
several years, in addition, there are
hundreds of other smaller data breach
incidents each year. But this is the very
reason that all of us must be more
careful with our personal information,
and more vigilant. An identity thief who
is intent on "grooming" a stolen identity,

that is using the identity for an extended
period of time, will look for a victim who
is careless with their online and offline
habits.
Your Resolution: Double-down on those
boring habits that make it more difficult
for an identity thief to make you their
victim. Change your passwords often,
don't use the same username and
password combination for all of your
accounts, watch your banking and other
transaction statements for suspicious
activity, take part in Credit Monitoring
and Dark Web Monitoring to be alerted
when your information may be exposed,
and seek professional help quickly if
identity theft strikes.
I don't have a lot of money,
therefore I am not a target.
The Federal Trade Commission's
annual report on fraud, estimates that
as many as 9 million Americans have
their identities stolen each year. This
report also shows that identity theft
occurs in all age ranges. Economic
status is not important to an identity
thief.
Your Resolution: Stay vigilant. Treat your
identity information as you would cash.
Share it only when necessary and keep
it safe.

WERE YOU A VICTIM OF IDENTITY THEFT?

If you experience or suspect you are the victim of identity theft or a data breach, visit your local Tennessee Members 1st Federal Credit
Union branch or call 865-482-4343. Your contact information, as well as any details regarding your concern, will be submitted to the
Recovery Care Center where a Recovery Advocate will reach out to discuss your situation and assist you during the recovery process.
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Unemployment Fraud: How it Works and How to Fight It.
Across the nation, identity thieves are
exploiting the COVID-19 pandemic by
committing Unemployment Benefits
Fraud, which is filing for and collecting
unemployment benefits fraudulently by
using the identity of someone still
employed. This type of scam is very
difficult to detect. Sometimes the
employer is the first one to know that a
scam has taken place by receiving a
notice of an unemployment claim from
employees who are still very much
employed. Let’s take a look at how this
scam works. It is important to know how
to react quickly to minimize the damage.
Unemployment offices across the nation
have been targeted for fraudulent
unemployment claims even before the
pandemic began; however, the activity
level has drastically increased over the
last year. Fraudsters count on
unemployment offices being
overwhelmed with claims and attempts
to minimize the financial impact of the
pandemic by processing claims more
quickly than they might have in the past.
If criminals flood a particular state with
bogus claims, pressure mounts to move
documents through the process, making
it easier for fraudulent attempts to get
approved.
How unemployment fraud works.
The identity thief collects the personal
information of an individual, along with
the individual’s place of employment,
through one or more previous data
breach incidents. Unfortunately, this is
all too easy. The thief files for
unemployment benefits in the state of
residence of the individual,

impersonating the worker. The thief
typically requests that the funds be
deposited into a bank account set up for
this purpose.
Alternatively, claims filed by scammers
can result in the issuance of a check or
payment card. The thief may succeed in
using an alternate mailing address that
directs payment to their location. Or if
that doesn't work, after the fraudulent
claim has been filed the scammer may
contact the recipient by phone or email,
posing as the state’s unemployment
office, instructing the unsuspecting
employee to “correct the error” by
transferring the funds to them.
This type of unemployment fraud is very
difficult to detect. In fact, a worker may
not know that they have been a victim of
unemployment fraud unless:
•They apply for unemployment
benefits and learn there's already an
open claim in their name.
•They receive a form 1099-G listing
unemployment income that's subject
to federal income tax.
•They receive notice from their state
unemployment office confirming that
a claim has been filed.
•Or more commonly, they receive
notice from their employer that
someone has filed for unemployment
benefits in their name.
You are not alone.
As a member of Tennessee Members
1st Federal Credit Union you have
access to Fully Managed Identity Theft
Recovery which provides a personal
Identity Theft Recovery Advocate to work

with you if you suspect identity theft or
you have seen confirmed identity fraud.
Your Advocate will advise you on steps
to take to resolve identity theft, and
when possible your Advocate will act on
your behalf to perform the legwork
necessary to help you dispute and
recover from fraud.
How to address fraudulent
claims of unemployment.
If you discover a bogus unemployment
claim has been filed in your name, do
the following:
1) Contact your Identity Theft Recovery
Advocate. While there are limitations on
what your Identity Theft Recovery
Advocate can do in the case of
Unemployment Fraud they can be your
guide to move through the process of
recovery. At the same time, they can
help you uncover any other type of
identity fraud that may be lurking in the
shadows. Or, you may use the
information below and report the fraud
to your state’s unemployment office and
to your employer before calling an
Identity Theft Recovery Advocate.
2) Either before or after you speak to
your Identity Theft Recovery Advocate,
notify your state’s local unemployment
agency. Your state’s unemployment
office will not allow a third-party to be on
the phone or file a complaint of fraud on
your behalf, so this step will be
necessary to perform on your own.
Some states have made this step easier
by setting up a website to collect
complaints of fraudulent claims. Check
this option for your state before you
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attempt to file a claim by telephone.
Filing a complaint on the web is typically
faster and more accurate.
3) Inform your employer. The state’s
unemployment office will contact your
employer to verify the claim of
unemployment. Hopefully, funds will not
be released until this verification is
received. If your employer notifies you of
a bogus claim, ask your human
resources department to report the
fraudulent activity to the state’s
unemployment office. Make sure you
also notify the unemployment agency
yourself as there will need to be
confirmation from both parties.
4) Be wary of anyone attempting to
contact you about a fraudulent
unemployment application. It is possible
that your state’s unemployment office
will contact you regarding a report of a
fraudulent unemployment claim, asking
for further information. If you have
already been notified by your employer
of the fraudulent activity or if you have
received confirmation of an application
for benefits from the state, then this
may be a legitimate call. However, the
high incidence of unemployment,
coupled with the growing awareness of
rampant employment fraud, makes
people susceptible to a very simple, but
effective telephone scam. There may be
no fraudulent application for

unemployment in your name at all, but
the caller makes you think that you have
been a victim of unemployment fraud.
The caller will go on to ask you to verify
personal information, including checking
account numbers, Social Security
number, date of birth, etc., which is the
information needed to commit many
types of fraud and identity theft. If you
were not a victim before the call, you
may be one by the end of the call. The
best course of action is to politely tell
the caller that you will call back to the
agency on a published number. You may
also want to check with your employer to
see if they have received a claim for
unemployment benefits in your name. If
not, this may be a scam.

Your Fully Managed
Identity Theft Protection
Covers all types of ID Fraud
Your Fully Managed Identity
Theft Recovery Services
cover all types of identity
fraud, even if it’s not related
to your accounts with us!

Free Basic Coverage
Members receive basic
coverage at no cost, with
opportunities for additional
coverage for as low as $14
per month for families.

5) Stay vigilant to other forms of identity
theft. Your Identity Theft Recovery
Advocate will help you understand the
risks of other types of identity fraud.
Make sure that you have activated credit
monitoring and dark web monitoring and
pay close attention to alerts. Get back in
touch with your Identity Theft Recovery
Advocate if you see any additional
suspicious activity.

3 Generations of Protection
Coverage automatically
extends to cover three
generations of your family
including coverage up to 12
months after death.

6) Be part of the solution. If you suspect
unemployment fraud is connected to
email or bogus websites or social media
accounts, file a report at the FBI Internet
Crime Complaint Center at www.ic3.gov.

Dedicated Recovery Advocates
If you experience or suspect
identity theft, a dedicated
Recovery Advocate is
assigned to assist you during
the entire recovery process.

WERE YOU A VICTIM OF IDENTITY THEFT?

If you experience or suspect you are the victim of identity theft or a data breach, visit your local Tennessee Members 1st Federal Credit
Union branch or call 865-482-4343. Your contact information, as well as any details regarding your concern, will be submitted to the
Recovery Care Center where a Recovery Advocate will reach out to discuss your situation and assist you during the recovery process.
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Tax Fraud: The IRS Dirty Dozen List
Each year the IRS reports on the "Dirty Dozen," a list of the 12 most prevalent tax crimes of the year. It probably comes as no surprise
that the 2020 list focuses attention on the new coronavirus tax relief, including economic income payments. According to the IRS, "This
year, the Dirty Dozen focuses on scams that target taxpayers. The criminals behind these bogus schemes view everyone as potentially
easy prey. The IRS urges everyone to be on guard all the time and look out for others in their lives." While it's important to pay special
attention during tax season, taxpayers are encouraged to review the list in a special section on IRS.gov and be on the lookout for these
scams throughout the year. Let's take a look at last year's Dirty Dozen scams as reported by the IRS. [The following is an excerpt from
their report and has been edited for this newsletter]:
Phishing: The IRS will never initiate contact with taxpayers via email about a tax bill, refund, or Economic Impact Payments. Don't click on
the website or email links claiming to be from the IRS, they may be nothing more than scams to steal personal information. There has
been a tremendous increase in phishing schemes utilizing emails, letters, texts, and links. These phishing schemes are using keywords
such as "coronavirus," "COVID-19" and "Stimulus" to play on fears of the virus and stimulus payments.
Fake Charities: Criminals use situations like the COVID-19 pandemic to set up fake charities, designed to steal from well-intentioned
people. These schemes normally start with unsolicited contact by telephone, text, social media, email, or even in-person. They may even
claim to be working for or on behalf of the IRS to help victims file casualty loss claims and get tax refunds. Legitimate charities will
provide their Employer Identification Number (EIN), if requested, which can be used to verify their legitimacy. Taxpayers can find
legitimate and qualified charities with the search tool on IRS.gov.
Threatening Impersonator Phone Calls: Criminals impersonating the IRS is becoming more common. Scam phone calls can include
threats of arrest, deportation, or license revocation if the victim doesn't pay a bogus tax bill. These calls often take the form of a
"robocall" (a text-to-speech recorded message with instructions for returning the call). Remember, as scary as they may be, the IRS will
never demand immediate payment. They do not threaten, ask for financial information over the phone, or call about an unexpected
refund or Economic Impact Payment (EIP).
Social Media Scams: Taxpayers need to protect themselves against social media scams. These scams have led to an increase in
tax-related identity theft. Scammers start by convincing a potential victim that he or she is dealing with a person close to them, that they
trust, via email, text, or social media messaging. These are just access points for malware that can be used to infiltrate the victims
accounts and devices. Once these criminals have access to one account, they use that account and the associated trust in the victim, to
infiltrate the victim’s contacts, including family and friends.
EIP or Refund Theft: The IRS has made great strides against refund fraud and theft in recent years but it remains an ongoing threat. In
2020, criminals also turned their attention to stealing Economic Impact Payments as provided by the Coronavirus Aid, Relief, and
Economic Security (CARES) Act. Much of this stems from identity theft, whereby criminals file false tax returns or supply other bogus
information to the IRS to divert refunds to addresses or bank accounts they control.
Senior Fraud: Seniors are more likely to be targeted and victimized by scammers than other segment of our society. Older Americans are
becoming more comfortable with evolving technologies, such as social media. Unfortunately, that gives scammers another means of
taking advantage of them. Phishing scams linked to COVID-19 have been a major threat and seniors need to be alert for a continuing
surge of fake emails, text messages, websites, as well as social media attempts to steal personal information.
Scams Targeting non-English Speakers: IRS impersonators and other scammers also target groups with limited English proficiency.
Phone scams pose a major threat to people with limited access to information, including individuals where English is not their first
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language. These calls frequently take the form of "robocalls". A common one remains the IRS impersonation scam mentioned above
where a taxpayer receives a telephone call threatening jail time, deportation, or revocation of a driver's license from someone claiming to
be with the IRS. Taxpayers who are recent immigrants often are the most vulnerable and to be aware of these scams.
Unscrupulous Return Preparers: Most tax professionals provide honest, high-quality service, but dishonest preparers pop up every filing
season committing fraud, harming innocent taxpayers or talking taxpayers into doing illegal things they regret later. Taxpayers should
avoid so-called "ghost" preparers who expose their clients to potentially serious filing mistakes as well as possible tax fraud and risk of
losing their refunds. Ghost preparers don't sign the tax returns they prepare. By law, anyone who is paid to prepare or assists in
preparing federal tax returns must have a Preparer Tax Identification Number (PTIN). Paid preparers must sign and include their PTIN on
returns. Taxpayers are ultimately responsible for the accuracy of their tax return, regardless of who prepares it.
“Offer in Compromise” Mills: Taxpayers need to be wary of misleading tax debt resolution companies that can exaggerate chances to
settle tax debts for "pennies on the dollar" through an Offer in Compromise (OIC). These offers are available for taxpayers who meet very
specific criteria under law, but unscrupulous companies oversell the program to unqualified candidates. Individual taxpayers can use the
free online Offer in Compromise Pre-Qualifier tool to see if they qualify. This tool allows taxpayers to confirm eligibility and provides an
estimated offer amount. Taxpayers can apply for an OIC without third-party representation, but the IRS reminds taxpayers that if they
need help, they should be cautious about whom they hire.
Fake Payments with Repayment Demands: Criminals are always finding new ways to trick taxpayers into believing their scam including
putting a bogus refund into the taxpayer's actual bank account. A scammer obtains a taxpayer's personal data, including Social Security
number or Individual Taxpayer Identification Number (ITIN), and bank account information. They then file a bogus tax return and have the
refund deposited into the taxpayer's account. The taxpayer is told that there's been an error and that the IRS needs the money returned
immediately. The scam then devolves into a gift card request for the amount of the refund. Anytime you receive an unexpected return you
should reach out to your banking institution and to the IRS, and remember; never send gift cards to someone you don’t know.
Payroll and HR Scams: As criminals get more creative, the fraud points move further upstream. Using spoofing email tactics, fraudsters
are stealing W-2’s and other sensitive information from HR and tax professionals. Once in possession of this information, fraudsters will
reach out to individuals, often after depositing money into their accounts and request repayment of those funds via gift card. These
scams have used a variety of ploys to include requests for wire transfers or payment of fake invoices.
Ransomware: Ransomware is malware targeting human and security weaknesses to infect a potential victim's computer, network or
server. Victims generally aren't aware of the attack until they try to access their data, or they receive a ransom request in the form of a
pop-up window. These criminals don't want to be traced so they frequently use anonymous messaging platforms and demand payment in
virtual currency such as Bitcoin. Criminals might use a phishing email to trick a potential victim into opening a link or attachment
containing the ransomware. These may include email solicitations to support a fake COVID-19 charity.

WERE YOU A VICTIM OF IDENTITY THEFT?

If you experience or suspect you are the victim of identity theft or a data breach, visit your local Tennessee Members 1st Federal Credit
Union branch or call 865-482-4343. Your contact information, as well as any details regarding your concern, will be submitted to the
Recovery Care Center where a Recovery Advocate will reach out to discuss your situation and assist you during the recovery process.
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Protecting Yourself from COVID-19 Vaccine Scams
The recent emergency approval and distribution of COVID-19 vaccines have provided much-needed hope throughout the world. While
drug companies, government, and healthcare organizations rush to get the masses vaccinated, unfortunately, but not surprisingly a new
threat has developed - COVID-19 related scams. According to FBI Financial Crimes Section Chief Steven Merrill, "We've been concerned
about fraud schemes regarding the vaccine as soon as the vaccine went from an idea to reality. The one thing that we've learned
throughout this pandemic is that when there's money to be made, criminals will figure out how to do it." These sophisticated scams take
many shapes and target the victim's identity as well as their wallet. Read on to learn more about the top COVID-19 vaccine-related scams
and how to protect yourself from becoming a victim.

Vaccine List Scam:

According to the Federal Trade
Commission's advice on avoiding
COVID-19 scams, you cannot pay to put
your name on the waitlist to get a
vaccine. Vaccine distribution has been
left to state government health
organizations to distribute following the
CDC's phased rollout plan. While states
and even counties might be rolling out
vaccines at different rates, no one has to
pay to be on a waitlist. Another similar
scam is the offer to "jump the line".
Americans must wait their turn while
healthcare workers, first responders,
and those at the greatest risk for disease
due to age and health are given priority.
If you receive a call, email, or text asking
for money in exchange for a vaccine or to
get ahead in line, do not respond. For
information on when you are eligible for
a vaccine, instead, contact your state's
public health department.

The Notification Scam:

These are tricky ones! You might
legitimately be contacted by your health
department due to contact tracing.
Health organizations also might contact
you to notify you that your turn is up for a
vaccine or as a reminder to get your
second shot. These calls should only be
made if you previously registered with
your health department for notifications
or if you've been vaccinated. These

messages could come through emails,
phone calls, or text. So how can you tell
when it's a scam? It's pretty simple
actually. The health department will ask
for health information only, and never
request information such as your social
security number, bank account number,
or insurance information. We like to say,
"when in doubt, opt-out." Don't feel like
you have to give someone information
you are uncomfortable or unsure of
giving, even when it is a legitimate call.
Ask if there is another way to deliver the
information rather than by phone or
email, which will give you the opportunity
to make sure you are delivering the
information to the correct organization.
Also remember that scammers are very
good at caller ID spoofing, which is the
practice of changing caller ID
information to appear that it's coming
from a real health organization. If you
question the legitimacy of a message,
hang up, look up your local health
department number, and call back.

The Co-pay Scam:

Criminals might ask for an insurance
co-pay in advance of a vaccine.
According to the CDC, vaccines are being
purchased with U.S. taxpayer dollars and
provided to Americans for free. It's
possible that healthcare providers and
administrators might ask for a fee to give
a shot, so in order to avoid being

scammed, do not pay for a vaccine
upfront. Instead, pay when you receive
the vaccine onsite or have the fee
submitted through your insurance first.
The good news is, no one can be denied
a vaccine if they are unable to cover an
administration fee.

Social Media Scams:

You've probably seen friends on social
media proudly showing themselves
receiving their shot or holding their
COVID-19 vaccination record card from
the CDC. While it seems like a good way
to spread positive news of the vaccine,
unfortunately, you could be putting
yourself at risk of identity theft. These
cards can contain personally identifiable
information such as name, date of birth,
patient number, insurance information,
and location. Don't put your identity at
risk, allowing bad actors to steal your
information to commit fraud. If you'd like
to spread the news of your vaccination,
most sites are handing out stickers or
providing selfie walls to take safe photos.
It will be quite some time until the
general population has access to a
vaccine. Whether you are in Phase 1 or
the last phase of the vaccine rollout, it's
important to always stay aware and
prepared for scammers to reach out to
you.
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Home Title Theft - Is it Real?
Purchasing a home is a big decision. For
most people, it's the biggest purchase
they will make in their lifetime. Plus, a
home is so much more than an asset. It's
where we live, raise our children,
entertain friends, and feel the most
secure and at peace. It's easy to
understand why people would want to
protect their homes at all costs. "Home
Title Theft" or "Deed Fraud" has received
a lot of attention lately and sounds as
scary as it actually is. Let's take a look at
what defines Home Title Theft and just
how prevalent it really is. We will also
discuss the difference between Home
Title Theft and Loan Fraud, and how
Tennessee Members 1st FCU can protect
you against the effects of both, no matter
where the fraud occurs.

Home Title Theft is a Real Thing

Home Title Theft occurs when a
fraudster, armed with your personal
information, uses forged documents to
apply to the registrar of deeds of the
county to have ownership of your
property transferred to the fraudster's
name. The fraudster then borrows money
using the property as collateral, and
never makes the payments. You may not
know that this transaction has occurred
until the lender tries to foreclose on the
property and finds that you, the "previous
owner", are still living there. This
situation leads to many questions about
what comes next. Do you have to make
the payments on the loan to keep your
home? Will you be able to sell your
home? How can you undo the damage
that has been done and get the title
back in your name? What if the fraudster
has sold the home to another person?
How do you defend your rights to the

ownership of your home?
Before we go any further let us put your
mind at ease. As a credit union member,
your benefits include Fully Managed
Identity Theft Recovery. If you find that
you've become a victim of Home Title
Theft a professional Identity Theft
Recovery Advocate will personally assist
you, including working on your behalf to
reverse the damage, no matter how long
it takes. It is also important to note that
instead of just addressing the Home Title
Theft your Identity Theft Recovery
Advocate will research and address ALL
fraud that has occurred in your name.
Having professional help to resolve your
entire identity theft situation, especially
in the protection of your home, is
critically important.

How Often Does Home
Title Theft Occur?

The short answer is that no one knows
for sure. The FBI doesn't break Home
Title Theft out in their annual crime
statistics. Neither does the Federal Trade
Commission ("FTC"). In the FTC's annual
consumer fraud and identity theft report
the much broader category
encompassing All Real Estate Fraud
shows that this category represents only
0.85% of the total of all identity theft
incidents reported to the FTC in 2020.
And according to The American Land
Title Association, the headlines about
Home Title Fraud are usually
exaggerated. “I suspect that companies
that offer title services use that [claim]
as a marketing strategy,” says Jeremy
Yohe, vice president of communications
at the association.

Home Title Theft vs Loan Fraud

A much more prevalent crime is "Loan
Fraud", where the fraudster
impersonates you using your personal
information. They approach a financial
institution and borrow money using your
property as collateral. This fraudulent
loan will satisfy the criminal's goal of fast
cash without going through the process
of changing the title.

Who are Typical Victims of
Home Title Theft and Loan Fraud?

Criminals will target people who have no
mortgage loan on their home; therefore,
there is no second party to prevent the
title transfer. The same is true for
criminals who commit loan fraud. They
want to find victims who have a large
amount of equity in their home or they
own their home free and clear of debt.
Unfortunately, the largest proportion of
these consumers are the elderly.

What Can I Do to Protect Myself?

Many counties offer a free service on
their property assessor's search page to
alert you by email of any changes of title
for the properties you own. If there is not
an automated function for your county
there is usually a way to search for the
registered owner of a property to confirm
no changes. Simply type the words
"property assessor search" along with
the name of your county and your state
into your browser's search bar, or go to
your county's website.
If you experience or suspect you are the victim of identity
theft or a data breach, visit your local Tennessee
Members 1st Federal Credit Union branch or call
865-482-4343. Your information will be submitted to the
Recovery Care Center where a Recovery Advocate will
assist you during the recovery process.
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The Rise of Digital Wallets and Contactless Transactions
You are standing in line at the pharmacy,
ready to check out. While fumbling
around in your purse for cash or a card,
you notice the person in front of you has
simply scanned their smartphone across
the payment card reader. In a flash,
they've paid for their merchandise and
are out the door, leaving you feeling like
you have been lost in time warp. How did
they do that?
It's simple, really. A credit or debit card
has been attached to a "digital wallet"
which is then recognized by the
merchant's payment terminal,
authorizing the transaction. It is the
same as if the card had been swiped or
inserted into the payment terminal,
except touchless and fast! Since the
pandemic, digital wallets have soared in
popularity as a form of "contactless
payment" that does not require you to
handle a payment terminal or have
others touch your card.
By those who have adopted a digital
wallet, it is seen as convenient and more
secure than carrying individual credit
cards. And the contactless functionality
can extend to other types of
transactions, such as tickets, coupons,
and more. In fact, a recent survey
suggests that 50% of all 18- to
38-year-olds use digital wallets regularly.
But other generations are catching on:
40% of Gen Xers say they’ve used a
digital wallet in the past year, followed by
17% of baby boomers.
What is a Digital Wallet?
A digital wallet (also called a "mobile
wallet") is an electronic method of
securely storing and using your credit

cards - and other types of cards, tickets,
and coupons - so you don't have to carry
these items physically with you. Instead,
you use your iPhone, Android
smartphone, or other smart device to
make contactless transactions in stores,
restaurants, drive-thrus, movie theatres,
and more. You simply authorize a
transaction by displaying a QR code on
your phone for scanning or by tapping
your phone on the merchant's NFC (Near
Field Communication) reader at
checkout. The merchant can complete
the transaction securely without ever
seeing your physical card, coupon, or
ticket.
How are Digital Wallets evolving?
The concept of contactless payment
apps has been around for the last
decade and has evolved based on
several angles of specialized need.
Paypal was one of the first on the scene
and is designed to allow more secure
and anonymous online purchases.
Digital payment apps, such as Zelle and
Venmo, are primarily designed to allow a
payment electronically between two or
more individuals, also known as a
peer-to-peer exchange or "P2P."
Merchant apps, such as Starbucks and
Chick-fil-A, are specifically designed to
allow individuals to shop, purchase, and
save at their stores. Then there are
those apps that want to replace your
entire physical wallet by securely storing
multiple credit and debit cards, allowing
you to select at each transaction which
payment method to use. The most
popular of these are ApplePay,
GooglePay, and SamsungPay.

The pandemic gave all of these digital
wallet apps a huge boost in popularity
and now we see the lines between these
providers becoming blurred. For
example, PayPal and Google Pay now
allow peer-to-peer exchanges like
Venmo. Venmo, on the other hand, will
now allow you to make transactions at
any merchant location where QR codes
are accepted. Many merchants that have
their own app have found it easier to
accept payment from other digital wallet
providers so they have extended their
contactless payment options. When you
are checking out in a store, restaurant,
or other retail establishment, look at the
card reader for either a digital wallet
provider's logo or QR code, or the
sideways Wi-Fi symbol that indicates the
presence of NFC (Near Field
Communication).
What is the difference between NFC, QR
codes and Barcodes?
NFC is a technology that allows the
anonymized transfer of digital
information between devices if they are
within 20 cm (or a little less than 8
inches) of each other and is the
technology behind Apple Pay, Google
Pay and Samsung Pay, the most popular
digital wallets. NFC provides an
anonymized connection between the
merchant and your linked credit or debit
card, which allows the transaction to
pass through securely in real-time
without transmitting your actual card
number. This process is called
"tokenization." At the retailer's payment
register, you simply unlock your phone
and tap it on the NFC terminal. The
digital wallet app will recognize the NFC
reader, display the transaction, and ask

June Newsletter 2021

you to confirm the payment. One click,
and you are done.

amount needs to be typed in, you simply
click to confirm the transaction.

your phone remotely as an extra
measure of security.

Barcodes and QR codes are used in
conjunction with digital wallets in two
different ways. The first and easiest to
understand is a retailer app, such as
Starbucks or Chick-fil-A. In this case, a
linked credit or debit card will fund a
pre-paid balance of cash that is
maintained in the retailer's app. This
makes the app a digital version of a
reloadable prepaid gift card. When
making a purchase you simply open the
app and show the barcode or QR code
generated by the app to the retail
employee. The employee scans the code
and the amount of purchase is deducted
from the balance, just as if you had used
a physical gift card at the store.

Is a Digital Wallet Safe?
When compared to a traditional wallet,
the use of a digital wallet is actually
safer. Here's why:

How Can I Help Keep My Digital Wallet
Secure
When signing up for a digital wallet for
the first time make sure that you are on
an official site for a reputable company
before adding your personal and card
information. Do not click on a link from
an email or text message to begin the
process.

In other cases, a merchant may display a
QR code at their payment register. When
you are ready to make a purchase, you
scan the store's barcode which activates
your digital wallet. The digital wallet
confirms that you are making a purchase
at the selected location, you type in the
amount of payment and the merchant
receives the payment. Advances in QR
code technology are quickly evolving,
allowing some merchants to generate a
dynamic QR code matching the amount
of the consumer's purchase so no

Your Digital Wallet is Locked. Assuming
that you have your phone locked when
not in use, you must unlock your phone
with either a fingerprint scanner, facial
recognition, or a passcode to allow a
digital wallet transaction.
Your Actual Card Number is Never
Shared. When your payment information
is sent over NFC waves or over the
internet via QR code, it is encrypted in
the form of a "token." The merchant
never receives your actual card number.
If the merchant has a data breach and
your token is stolen, a new token can be
issued without changing your card
number or replacing your physical card.
Your Card Number is Not Stored on Your
Phone. If your phone is lost or stolen,
your card number is not exposed like a
physical wallet loss. And, even though
your card information is not on your
phone, most mobile phone
manufacturers and many third-party
apps allow you to wipe the data from

Keep your phone locked when not in
use, and make sure it can only be
unlocked with a strong password that is
changed often, or better yet, use
fingerprint or facial recognition instead.
Keep your phone updated with the latest
operating system and security patches.
Sign up for banking transaction alerts on
your accounts connected to your digital
wallet so you can easily spot any
unauthorized payments.
Don’t use public Wi-Fi when accessing
your digital wallet app and other online
accounts. Your usernames and
passwords could be compromised.

WERE YOU A VICTIM OF IDENTITY THEFT?

If you experience or suspect you are the victim of identity theft or a data breach, visit your local Tennessee Members 1st Federal Credit
Union branch or call 865-482-4343. Your contact information, as well as any details regarding your concern, will be submitted to the
Recovery Care Center where a Recovery Advocate will reach out to discuss your situation and assist you during the recovery process.
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Scams: What's Old is New Again
It happened in the midst of the
lockdown. Dan and his family were
unable to visit their aging mother due to
COVID-19 concerns. While being isolated
from her family and friends, Dan's
mother received a phone call. An
unknown person convinced her to go to
the nearest Dollar General store and
purchase $2,000 in gift cards, and
provide the gift card numbers to him over
the phone. Suffering from early-onset
dementia, she didn't question the
request but instead followed the
instructions. It wasn't until much later
that she admitted the mistake to her
son. Had she checked with him first, she
would have been told it was a scam,
saving her the risk of getting out in public
and getting sick, and also the heartache
of realizing she'd fallen victim to a scam.
Unfortunately, these stories are all too
common, and it can happen to anyone not just the elderly. In addition to the
financial loss, many times these scams
can also result in the loss of personal
information and identity theft.
According to an article posted by the
Federal Trade Commission (FTC), "The
FTC knows that people who talk about
scams are much less likely to fall for
them. So, when people of any age are on
their own too much, they don’t have the
chance to talk things out. And when
scammers — who are calling, emailing,
and texting — might be a person’s main
source of contact, nothing good happens
next." The FTC data shows that online
fraud sharply increased in the first two
quarters of 2020, surpassing similar
reports associated with phone-based
scams, and continues to this day. Now is
the perfect time to participate in

additional awareness. Contact a friend
or family member who may be alone or
you haven't talked to in a while and let
them know that scammers are on the
rise. Keep reading for some key points to
make, according to the FTC article
referenced earlier.

Scammers Fake Stories

You’re promised early or guaranteed
access to vaccines (no such thing),
you’ve won a prize (you haven’t), your
computer needs tech support (it
doesn’t), they’re an online love interest
(not if they want money). Whatever their
story, scammers want you to pay or
share your personal information.
Nobody legit will ever tell you to pay by
gift card, money transfer, or
cryptocurrency and no government
agency will ever call/email/text to ask
you for money, your Social Security, bank
account, or credit card number.

Old Scams, New Techniques

Here are examples of old scams making
the rounds again.
The Nigerian Prince Scam: This scam
has a long and interesting history dating
back hundreds of years, following a
similar pattern and technique. Starting
with messages seeking a small
investment on the part of the recipient in
return for the promise of a huge profit,
then create obstacles that require initial
investments on the way to the payout,
which never arrives. While most of us
have heard or even seen these scams
before, scams of this type still work and
are still sent today through emails, fax

machines, and letters, targeting victims
accustomed to older technologies and
either not as savvy or isolated without
friends and family to watch over them
financially. According to an article by the
Better Business Bureau the Nigerian
bank account scam is back and with a
"new twist." Scammers now personalize
messages using information easily
obtained online. The scam comes in the
form of a letter or email that the victim is
being issued a large check on a foreign
bank account and if they will cash the
check and submit a portion of the money
back by wire, they can keep some
percentage for themselves. The check is
phony, so the victim is wiring his or her
own money away and will not get it back.
Grandparent Scam: Grandparent scams
are nothing new. Here's how the scam
works - the scammer contacts the
grandparent, and impersonates the
grandchild, and asks bail money or
money to get out of some sort of trouble.
Often the scammer is able to
successfully mask their actual identity by
being soft-spoken. Traditionally, the
scammer asks for money to be wired to
them or sent in the form of gift cards.
However, according to the FTC there is a
new evolution in the grandparent scam
where instead of asking for gift cards or
for money to be sent, the scammers tell
the grandparent that someone will come
to their home to pick up cash instead. If
you or a family member receive a call
like this, hang up the phone and call the
person in question directly. If you are
unable to reach them, contact a friend or
family member to get the real story.
Never send gift cards, wire money,
provide cash, or provide your home
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address or personal information to a
stranger just because they request it.
Amazon "On-Hold" Email: Do you recall
ever receiving an email claiming your
email account has been locked and if
you'd just provide some personal
information, your account will be
unlocked and you're good to go? This is a
typical phishing scam, attempting to
capture personal information in
exchange for reactivating an account.
This old scheme has since received a
face-lift in the form of a very convincing
Amazon email. This false Amazon email
appears to be legitimate at first glance,
using Amazon-branded colors and fonts.
The email informs the recipient that their
Amazon account has been put on hold or
there is an issue with their billing
information. By clicking a link and
providing personal information or calling
a number provided in the email,
"Amazon" will be able to reinstate the
account. Don’t be fooled, this is a
phishing tactic that uses a popular brand
to try and trick people into sharing their
information.

When Will It End?

Remember, when a person has fallen
victim to any one of these scams, it puts
them at further risk of identity theft. If
they can be coerced into giving a

stranger cash, they can be persuaded to
provide personal information that can
result in further victimization. It's simple
to open a credit card account only using
a person's name, address, and Social
Security number. The victim's
information could also be sold on the
dark web, causing further harm if
multiple thieves have access to the
information.

Your Fully Managed
Identity Theft Protection

If you know someone who may have
fallen victim to one of these scams,
make sure to tell them that they're not
alone. Scammers are becoming very
good at what they do, and anyone can
fall victim!

Fully Managed Recovery

As a member of TN Members 1st, you
automatically receive basic coverage of
Fully Managed Identity Theft Recovery
Services, covering all types of identity
fraud recognized by the Federal Trade
Commission.
If you suspect identity theft for any
reason, know there is a professional
standing by to analyze your unique
situation, develop a plan of action, and
work with you one-on-one to restore your
identity to pre-theft status.

Covers all types of ID Fraud
Your Fully Managed Identity
Theft Recovery Services
cover all types of identity
fraud, even if it’s not related
to your accounts with us!

Free Basic Coverage
Members receive basic
coverage at no cost, with
opportunities for additional

coverage for as low as $14

per month for families.

3 Generations of Protection
Coverage automatically
extends to cover three
generations of your family
including coverage up to 12
months after death.
Dedicated Recovery Advocates
If you experience or suspect
identity theft, a dedicated
Recovery Advocate is
assigned to assist you during
the entire recovery process.

WERE YOU A VICTIM OF IDENTITY THEFT?

If you experience or suspect you are the victim of identity theft or a data breach, visit your local Tennessee Members 1st Federal Credit
Union branch or call 865-482-4343. Your contact information, as well as any details regarding your concern, will be submitted to the
Recovery Care Center where a Recovery Advocate will reach out to discuss your situation and assist you during the recovery process.
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see if it is legitimate.
YOUR ACCOUNT IS BEING CANCELED
Tell an avid social media user that a
request to cancel their account has been
received, or that their account is being
frozen or removed, and watch the panic
set in. Criminals count on this reaction.
A normally careful person forgets all of
the lessons of internet safety in their
haste to prove that this action is NOT
warranted. If this happens, it may result
in you unwittingly providing information
to criminals posing as social media
administrators. In reality, you may be
giving up all types of personal
information.
Why this Scam Works: Social media
platforms are an important link to our
family, friends and business associates.
The thought of losing data and control of
this lifeline is scary to many.
Remember: Don't trust any message
claiming to be from a social media
administrator. Contact the administrator
outside of the social media session to
make sure that the message is
legitimate. And be wary of any message
on any platform that seems to rush you
to action.
STAY SAFE
While it is easy to set up a social media
profile and it’s fun to connect with

others, it’s important to maintain
awareness. According to a report by the
FTC, reported losses reached record
highs, climbing to nearly $117 million in
just the first six months of 2020, with no
end in sight. Use this checklist to make
sure that you are protecting yourself and
your family on the internet and in
person.
Check your profile settings. Consider
limiting the information that you share
with the world. Some of your social
media profile information might already
be publicly available, but there are other
details that a criminal could glean for
your profile to help them patch together
a clearer picture of your identity.
Be thoughtful about sharing personal
details online. For safety’s sake, wait a
few hours or even a few days before
sharing content that reveals your
location. A few vacation photos could be
just the invitation a criminal needs to
enter your home while you aren’t around.
On social media, accept contact or friend
requests with care. Decline friend
requests from people you don’t know in
real life; you never know who might
actually be on the other side of your
internet connection.
Think before you click. Hover over the
hyperlink to confirm its real destination

before you click on a URL. We
recommend that you visit only secure
websites, beginning with “https” instead
of “http”.
Avoid phishing scams. Exercise caution
when you receive a message in social
media (or text, email, postal mail or by
telephone) from someone you don’t
know. Many criminals imitate celebrities,
major corporations, financial institutions,
or government agencies in an attempt to
lure you into providing confidential or
payment information.
Use public WiFi with caution. When
you’re using a shared wireless network,
other people on the same network may
be able to see your internet traffic, which
could open up your account information
to unsavory characters. Avoid logging
into confidential financial accounts and
social media when you’re on shared
WiFi. Even if you’re using your own
device, try to remember to log out when
you’re done.
Even when you take all the right
precautions, bad things can still happen.
We have professional Identity Theft
Recovery Advocates standing by, ready
to work on your behalf to help recover
your identity and reverse any damage
caused by identity theft.

WERE YOU A VICTIM OF IDENTITY THEFT?

If you experience or suspect you are the victim of identity theft or a data breach, visit your local Tennessee Members 1st Federal Credit
Union branch or call 865-482-4343. Your contact information, as well as any details regarding your concern, will be submitted to the
Recovery Care Center where a Recovery Advocate will reach out to discuss your situation and assist you during the recovery process.
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Social Media: Five Scams that Work
Social media helps us connect with
friends, family, business associates, and
causes. As of April 2021, 3.96 billion
people identified as users of social
media, representing half of the 7.7 billion
of the world's population, including more
than 70% of the population of the United
States. Globally, the average person
spends more than 2 hours per day on
social media. It is not surprising that
criminals have focused their attention on
social media platforms as a way to
gather personal information, gain trust,
and socially engineer their way to fraud
that results in billions of dollars of losses
annually. Being alert to potential scams
is the best way to protect yourself against
fraud and identity theft. Familiarize
yourself with these five common social
media scams and why so many fall victim
to these tactics.
CONGRATULATIONS, YOU WON!
Lotteries, gift cards, and other prize
scams can make you believe that just by
using social media you have somehow
qualified for a prize of cash, gifts or
discounts. These scams are designed to
lure you to click on a link, which can go
on to request personal information in
order to "verify your eligibility." And by
clicking on links to view or redeem your
prize you may also be unwittingly
downloading malware that can continue
to collect more personal information and
track your logins and internet activity.
Why this scam works: Everyone loves a
discount, and the attraction of winning a
prize is strong.
Remember: You can't win a lottery you

never entered; however, a scammer can
throw up advertising to everyone that
appears that it is a personal approach
just to you. Be wary of anyone that you
don't know asking for your personal
information, especially your banking
details.
PLAY THIS GAME
We have all seen friends on social media
participate in fun and interesting games
such as "Are you color-blind?", "Check
your IQ", and "What is your Pirate
Name?" These games may ask for your
age, your date of birth, marital status, zip
code, and other personal information
which could be useful for a criminal to
create a profile on you to commit identity
theft. These scams can ask for your
phone number to move further and
receive results, which can quietly enroll
you in services that obligate you to
monthly charges.
Why this Scam Works: Most of us look
for ways to interact with others and
receive personalized feedback. Once a
friend participates in this activity there is
peer pressure for other friends to play
along.
Remember: Never enter any personal
information on social media, even your
phone number. While many games may
be harmless there are many others that
are looking for ways to gather
information for nefarious purposes.
IS THIS REALLY YOU IN THIS PICTURE?!
This is a variation of a phishing scam
that you may receive as a message in
your social media app, or it may appear
in your feed as an advertisement that

looks like a message directed just to you.
Variations of this message might be "I
can't believe what he said about you!" or
"Did you really mean to say this out
loud?" Our protection instinct kicks in
and you click on a link which downloads
malware, and/or presents a login page
that looks just like the social media site.
Thinking it is legitimate, you enter your
user name and password. Now the
criminals have your social media login
providing access to everything you’ve
posted on the site.
Why this Scam Works: Anyone who has
interacted on social media has a fear
that they will accidentally post
something unintended.
Remember: Don't click on links in social
media. If you receive a message and you
can't verify the source, don't click. If it
looks like the message is from someone
you know, contact that person to verify
its not a scam before clicking the link.
SEE WHO IS LOOKING AT YOUR PROFILE
In this scam, an offer may be presented
to download an "Add-On" allowing you to
see who is searching for and viewing
your social media profile. The scam may
redirect you to a survey or an online
registration for a purchase, which allows
the criminal to gain access to your
personal information.
Why this Scam Works: We all have
curiosity and a desire to be liked.
Remember: If you are redirected to a
page, make sure that the URL is
legitimate. Check out the product offer
outside of your social media session to
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other specific information like where you
like to grab coffee or your vacation
plans. What many people don’t realize is
that information like this is all that
criminals need to know to target you,
your loved ones, and your physical
belongings — online and in the real
world. Keep Social Security numbers,
account numbers, and passwords
private, as well as specific information
about yourself.
Back up your information. Back up your
contacts, financial data, photos, videos,
and other mobile device data to another
device or cloud service in case your
device is compromised and you have to
reset it to factory settings.
Connect only with people you trust.
While some social networks might seem
safer for connecting because of the
limited personal information shared
through them, you should also keep in
mind who you allow to connect to your
network, and limit these connections to
people you know and trust. Disable
location services that allow anyone to
see where you are — and where you
aren’t — at any given time.
Be extra cautious when traveling.
Personal awareness is key to protecting
your personal information from
cybercrime. This might seem easier at

home where you've thoughtfully put
systems in place to protect your
information. However, when you travel
you may not be aware that you are
leaving digital breadcrumbs all along the
way. Don't let your guard down when
using your digital devices away from
home.
Protecting Your Employer
As we've seen recently, cyberattacks of
businesses can have severe
consequences to the general public.
Many times hackers wait for
opportunities based upon human error
like an employee clicking a malicious link
or connecting a device to an unsecured
network. The following tips provided by
the NCSA can help you stay mindful of
protecting your company and customers'
data.
•Treat business information as personal
information. Do not share personally
identifiable information with unknown
parties or over unsecured networks.
•Use strong passwords at work, as well
as home. As “smart” or data-driven
technology evolves, it is important to
remember that security measures only
work if used correctly by employees.
•If you see something, say something. If
you notice that your software is not

up-to-date, you receive a security alert,
or you click on an email link that in
afterthought seems suspicious, bring
these issues to the attention of the
person in your company in charge of
security.
•Employees should avoid oversharing on
social media and should not conduct
official business, exchange payments, or
share personally identifiable information
on social media platforms.
•It only takes one time. Data breaches
do not typically happen when a
cybercriminal has hacked into an
organization’s infrastructure. Many data
breaches can be traced back to a single
security vulnerability, phishing attempt,
or instance of accidental exposure. Be
wary of unusual sources, do not click on
unknown links, and delete suspicious
messages immediately. If you are
approached on the telephone, by email
or on social media by someone claiming
to be a manager of your company, a
government agency or other authority
figure double-check before you release
personal or business information. If the
request is legitimate your employer will
appreciate that you are thorough. If the
approach is fraudulent you may have just
saved yourself and your employer a great
deal of grief and expense.

WERE YOU A VICTIM OF IDENTITY THEFT?

If you experience or suspect you are the victim of identity theft or a data breach, visit your local Tennessee Members 1st Federal Credit
Union branch or call 865-482-4343. Your contact information, as well as any details regarding your concern, will be submitted to the
Recovery Care Center where a Recovery Advocate will reach out to discuss your situation and assist you during the recovery process.
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Do Your Part, Be Cybersmart
According to the National Cyber Security
Alliance (NCSA), the first three months of
2020 saw a 20% increase in cyber fraud
as cybercriminals took advantage of the
global pandemic. In 2021, ransomware
attackers caused the Colonial Pipeline to
shut down their East Coast pipeline
disrupting fuel supplies and causing
frantic gas hoarding in Southeastern
states. Cybercrime is hitting us at home,
whether it's disrupting the supply chain
or intercepting your pin number at a gas
pump. It's up to each of us to do our part
in protecting information and keeping it
out of the hands of cybercriminals.
It's crazy to think about how many
devices in our homes are connected to
the internet. Of course, your personal
computer, mobile devices, and tablets
are connected, but have you thought
about your fancy new thermostat,
refrigerator, and security system?
Innovation is great, but we need to
remember that the more entry points we
have into our digital homes, the more
risk we run of becoming a victim of
cybercrime. Follow these tips from the
NCSA to protect your digital home.
Secure your Wi-Fi Network. Your home’s
wireless router is the primary entrance
for cybercriminals to access all of your
connected devices. Secure your Wi-Fi
network and your digital devices by
changing the factory-set default
username and password to a strong
username and password combination.
Remember, a strong password should be
at least 8 characters long, have a variety
of characters (including numbers and
symbols), and is not easy to guess.
Resist the urge to use the same

username and password combination
everywhere. If you can't remember your
passwords, consider using a secure
Password Manager to help maintain your
login information.
Stop auto-connecting outside your home.
Some devices will automatically seek out
and connect to available wireless
networks or Bluetooth devices. This
instant connection opens the door for
cybercriminals to remotely access your
devices. Disable these features for
networks outside your home so that you
actively choose when to connect to a
safe network.
Stay protected while connected. Before
you connect to any public wireless
hotspot—such as at an airport, hotel, or
café—be sure to confirm the name of the
network and exact login procedures with
appropriate staff to ensure that the
network is legitimate. Your personal
hotspot is often a safer alternative than
free Wi-Fi. Only use sites that begin with
https:// when online shopping or
banking.
Double your login protection. Enable
multi-factor authentication (MFA) to
ensure that the only person who has
access to your account is you. MFA
requires you, and anyone else who is
trying to log in as you, to use two or more
pieces of information to gain access to
an app or other digital resource. If you
have the option, turn on multi-factor
authentication for access to your email
account, banking applications, social
media accounts, and any other service
that requires a login.

Maintaining security requires
maintenance. Stop ignoring alerts telling
you that your system is out of date.
Whether it’s your computer, smartphone,
gaming console, or other network
devices, the best defense is to stay on
top of things by updating to the latest
security software, web browser, and
operating systems. If you think that an
alert might be fraudulent, do a little
investigating to determine if your system
is on the latest version of software and if
there are any security patches that are
required. If you have the option to enable
automatic updates to defend against the
latest risks, turn it on. If you’re putting
something into your device, such as a
USB device as an external hard drive or
for storage, make sure your device’s
security software scans for viruses and
malware.
Keep tabs on your apps. Most connected
appliances, toys, and devices are
supported by a mobile application. Your
mobile device could be filled with
suspicious apps running in the
background or using default permissions
you never realized you approved —
gathering your personal information
without your knowledge while also
putting your identity and privacy at risk.
Check your app permissions and use the
“rule of least privilege” to delete what
you don’t need or no longer use and say
“no” to privilege requests that don’t
make sense. Only download apps from
trusted vendors and sources.
Never click and tell. Limit what
information you post on social media,
including obvious personal details like
your birthday and home address, and
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Beware of Skimmers and Shimmers
You've probably heard about it on your
local news over the last few years;
criminals caught with equipment that
allowed them to capture credit and debit
card activity of unsuspecting consumers
fueling up at the local gas station or
using their cards at other outdoor
accessible transaction terminals. These
criminals are typically found with cash,
devices, and hundreds of fake cards
manufactured from the data they stole.
Even more terrifying is that these
seemingly local intrusions are almost
always part of a larger international
criminal enterprise.
In 2021, two cases involving
international crime organizations using
skimming devices were brought to a
successful conclusion by the United
States Department of Justice, one case
involving ATM skimmers, and the other
case involving skimmers installed on gas
station pumps.
In each of these cases, the individuals
involved had the technology, equipment,
and techniques that allowed them to
steal thousands of card numbers from
unsuspecting consumers. Taking these
criminals off the street is helpful, but
busting them also led investigators to
understand the real depth of this type of
crime and the ever-evolving techniques
the criminals are using to go undetected.
Now it's time for all of us to get a little
smarter to help stop this criminal activity.
Skimmers and shimmers, what's the
Difference?
According to the FBI, skimming costs
consumers and financial institutions over
$1 billion annually. Skimmers are

typically devices that are
attached on top of the
card reader of ATM
machines, gas pumps, or
outdoor drive-in fast food
point of sale terminals
and vending machines,
and are sometimes
indistinguishable from the
real thing. These devices
capture the information
on the card's magnetic
stripe as it passes
through the skimmer on
its way into the card
reader. For ATMs, a
hidden camera near the
machine also captures
keystrokes to identify the
user's PIN. Instead of a
camera, a more recent
criminal innovation is the
use of a touch-sensitive
keypad overlay that may
look like the keys
themselves or a simple
weatherproof covering.
With the information
Pictured above skimmers (top photo) and shimmers (bottom
photo) are used by criminals to gain access to card information.
gathered from a skimmer,
criminals can replicate
your card to sell to other
fraudsters or use for fraud themselves.
As card security has become more sophisticated, so have the techniques of criminals.
When most cards in the United States changed from magnetic stripe to EMV chip
(Europay, MasterCard® and Visa®) criminals were challenged with a much higher level
of security. However, fraudsters found that by carefully positioning, or shimming, an
ultra-thin electronic component inside the card reader it would allow their device to
record the information from the EMV chip on the card; thus, the "shimming" technique
was born. Even though the criminal hasn't defeated the security features of the EMV
chip, they are able to gather the same information that is on the magnetic stripe in a
manner that is much more difficult to detect.
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How to Detect a Skimmer or Shimmer
Device
While owners of vulnerable transaction
terminals try to secure their devices, and
law enforcement continues to shut down
these criminal enterprises, you can also
play a part in stopping card fraud and
identity theft. Follow these steps to
detect when a card terminal may be at
risk, and if you see something, say
something!
Outdoor point of sale terminals, such as
gas pumps, drive-in fast food purchase,
vending machines, and ATMs are
particularly vulnerable. One thing you
can count on is that these devices are
built to be sturdy. Before inserting your
card, give the reader a tug. If there are
any ill-fitting parts on the machine, don't
insert your card. Report the terminal to
the business owner immediately.
When you are at the gas pump or at the
drive-in restaurant, look around at the
other card readers. Fraudsters will often
only have one or two skimmers that they
will use at one time. If the card reader
you are about to use looks different than
the rest, consider using cash or paying
with your card inside the business
instead.
Gas stations and other businesses will
use a security seal over the opening of

the cabinet panel to show that the
machine has not been tampered with
since the last inspection. If the
machine's panel has been opened, the
label will read "void". If you see a
machine with a voided security seal, or
the panel is bent, loose, or open, report
it to the business owner.

Your Fully Managed
Identity Theft Protection

When using a vulnerable ATM, especially
one that is located away from a bank
building, consider the risk. If you can
avoid using these machines you should.
Since skimmers and shimmers can be
very hard to detect, the best defense is
to check your account balance regularly
to spot suspicious card transactions. If
you think your card has been
compromised visit your local Tennessee
Members 1st Federal Credit Union
branch or call 865-482-4343. Your
contact information, as well as any
details regarding your concern, will be
submitted to the Recovery Care Center
where a Recovery Advocate will reach
out to discuss your situation and assist
you during the recovery process.
Working together to create more secure
interactions is critical. We’ll continue to
improve card security while you remain
vigilant in protecting your personal
information.

Covers all types of ID Fraud
Your Fully Managed Identity
Theft Recovery Services
cover all types of identity
fraud, even if it’s not related
to your accounts with us!

Free Basic Coverage
Members receive basic
coverage at no cost, with
opportunities for additional

coverage for as low as $14

per month for families.

3 Generations of Protection
Coverage automatically
extends to cover three
generations of your family
including coverage up to 12
months after death.
Dedicated Recovery Advocates
If you experience or suspect
identity theft, a dedicated
Recovery Advocate is
assigned to assist you during
the entire recovery process.

WERE YOU A VICTIM OF IDENTITY THEFT?

If you experience or suspect you are the victim of identity theft or a data breach, visit your local Tennessee Members 1st Federal Credit
Union branch or call 865-482-4343. Your contact information, as well as any details regarding your concern, will be submitted to the
Recovery Care Center where a Recovery Advocate will reach out to discuss your situation and assist you during the recovery process.
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Your Credit Score and Identity Theft
Did you know that your credit score can
be one more indicator of identity theft?
Your credit score is typically used as an
indicator of your experience using credit,
and is obtained by potential lenders,
landlords, and employers as an
important indicator of how you have used
debt in the past. However, your credit
score can also be a lagging indicator that
someone else may be using your credit.
Let's take a look at what a credit score
is, how it is affected by your own credit
activities, and when you should be
concerned about identity theft.
Most of us are aware of the “big 3” credit
bureaus. Anyone who has applied for a
loan, store credit, or a lease may
recognize these three agencies –
Equifax, Experian, and TransUnion – are
the keepers of credit data. But what
exactly do they track? These three
bureaus alone maintain a credit
database of over 200 million U.S.
consumers. Anytime you apply for credit,
the lender will need to assess the risk of
the transaction. The best predictor of
future payments is your ability to make
past payments, hence your personal
credit history.
Credit bureaus track and compile this
information, aggregating it into a credit
score that helps the lender assess the
risk and, in many cases, approve or set
the appropriate interest rate. Potential
landlords and employers may also use
the credit score as part of a more
comprehensive background screening
process.
Your credit score is affected each time

you obtain credit, whether it is a
mortgage or home-improvement loan, a
loan on your home's equity, a vehicle
purchase loan, a personal loan, or any
other line of credit, including credit
cards. In fact, even the act of applying
for credit at multiple locations, online or
through mailed applications can have an
impact on your credit score.
Part of your credit score is derived based
on how many times you have attempted
to get credit, especially if these inquiries
are all within a very short time span.
And of course, your credit score is
negatively impacted when you start to
accumulate a history of late payments, if
you have a line of credit that is closed for
non-payment, or you have a bankruptcy
event. The opposite is also true.
Maintaining multiple open lines of credit
and making routine payments can
increase your credit score. Using credit is
a personal choice and needs to be
weighed carefully against your ability to
make regular full payments on time.
Your credit score may change
month-over-month, but normally will
move slowly unless you have
experienced a significant change in the
way that you are using credit. Therefore,
if you see your credit score start to
decline, or if you see your score increase
significantly without a known reason for
these changes, you should investigate.
It may be a lagging indicator that
someone else is using your credit.
The best way to manage your good credit
standing and be alerted to identity theft
is to review your credit reports and
scores regularly, and watch for new

activity on your credit report. You are
entitled, by law, to a copy of your credit
report annually with each of the three
credit reporting agencies. If a company
takes adverse action, whether denying
your application for credit, insurance, or
employment, you are also entitled to a
free report within 60 days of being
notified of the action. Additionally, during
the COVID-19 pandemic, you are entitled
to a free copy of your credit report each
week at www.annualcreditreport.com.

Identity Theft or
Credit Reporting Errors?
Look for inconsistencies and errors on
your credit report. They may be innocent
errors, but can still affect your credit
score or your ability to use your credit in
the future. These may also be additional
indicators that someone else is using
your identity.
Personal Information is Not Accurate.
Check to see if your name, address,
birthdate and Social Security number
(SSN) are correct. If your report contains
inaccurate personal information, even if
it partially correct, it could be an error or
a sign that your identity has been stolen.
Accounts that don’t belong to you. It’s
possible that someone with a similar
name could have an account
accidentally listed on one of your
reports. This could also mean that
someone has stolen your identity and
opened an account in your name.

November Newsletter 2021

Incorrect account status. When
reviewing your reports, make sure your
account balance, account numbers and
credit limits are accurate. Also,
double-check that closed accounts
aren’t reported as open.
Expired debt. Negative remarks, such as
collection accounts and late payments,
typically remain on your credit reports for
up to seven years. In most cases, the
negative information automatically falls
off of your credit report. If it doesn’t, this
could mean the time clock on the debt
was reset, which may be an error or a
sign that someone is acting in your
name.
As a member of TN Members 1st, your
fully Managed Identity Theft Recovery
Services cover all types of identity fraud,
even if it is not related to your accounts
with us! This could include credit or debit
card fraud; tax, employment, benefits, or
medical fraud; government documents;
and any other identity fraud recognized
by the Federal Trade Commission. If you
suspect identity theft for any reason,
know there is a professional standing by
to analyze your unique situation, develop
a plan of action, and work with you
one-on-one to restore your identity to
pre-theft status.

Your Fully Managed
Identity Theft Protection
Covers all types of ID Fraud
Your Fully Managed Identity
Theft Recovery Services
cover all types of identity
fraud, even if it’s not related
to your accounts with us!

Free Basic Coverage
Members receive basic
coverage at no cost, with
opportunities for additional

coverage for as low as $14

In addition to the free, fully managed
identity theft protection you receive as a
member of TN Members 1st, you also
have access to GreenPath Financial
Wellness, providing access to free money
management and financial education
services including a credit report review
to helps you evaluate your credit report,
learn how to dispute inaccurate
information, and understand all aspects
of credit scoring.
To learn more about our partnership with
GreenPath, and the services available to
you as a member, visit our website at:
mymembersfirst.org/greenpath-financial
-wellness

per month for families.

3 Generations of Protection
Coverage automatically
extends to cover three
generations of your family
including coverage up to 12
months after death.
Dedicated Recovery Advocates
If you experience or suspect
identity theft, a dedicated
Recovery Advocate is
assigned to assist you during
the entire recovery process.

WERE YOU A VICTIM OF IDENTITY THEFT?

If you experience or suspect you are the victim of identity theft or a data breach, visit your local Tennessee Members 1st Federal Credit
Union branch or call 865-482-4343. Your contact information, as well as any details regarding your concern, will be submitted to the
Recovery Care Center where a Recovery Advocate will reach out to discuss your situation and assist you during the recovery process.

